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Instructions for Submission

The Qualified Security Assessor (QS8A) and Service Provider must complete this document as a declaration of the
Service Provider's compliance status with the Payment Card Industry Data Security Standard (PCI DSS). Complete
all applicable sections and submit to the requesting payment brand.

Part 1. Qualified Security Ass_essor Company Information

Company Name: CQR Consulting Piy Ltd

Lead QSA Contact Phil Kernick Title: Information Security Professional

Name:

Telephone: +651883645881 E- " phil.kermnick@cgreonsulting.com
mail:

Business Address: 5'196 Fullarton Rd City: i Dulwich

State/Province: ¢ SA Country:  Australia ZIP: 5065

URL: http:/fwww. cgrconsulting.comy

Part 2. Service Provider Organization Information

Company Name: ~ Our Community Foundation ~ DBA(s): * Our Community Foundation

Contact Name: ~ Denis Moriarty Title:  : Group Managing Director

Telephone: +61393206812 E-mail: DenisM@ourcommunity.com.au

Business Address: 51 Stanley Street City: West Melbourne

State/Province: VIC : Country: . Australia 2P 2003

URL: http fhwww. ourcommumty com.au

Part 2a Sennces Provaded {check all that apply) St S

] Authorization [ Loyalty Programs ] 3-D Secure Access Control Server

] Switching L] PSP (E-commerce) [[] Process Magnetic-Stripe Transactions

[[] Payment Gateway [] Clearing & Settlement  [7] Process MO/TO Transactions

7] Hosting (] Issuing Processing X Others (please specify): Our

Community Foundation provides payment processing services for not-for-profit organisations using Our
Community Foundation’s merchant account. Transactions are acquired from cardholders through
online channels. However, within Our Community Foundation's payment application, all payment
processing functionality is outsourced to a payment service provider (Qvalent - a subsidiary of Westpac
Banking Corporation).

List facilities and locations included in PCl DSS review: All storage, processing and transmission

facilities located at 51 Stanley St West Melbourne, and the outscurced environment hosted by Qvalent.

Part 2b Relatlonshlps

Does your company have a relat:onshlp w1th one or more thl!’d party service provuders (for example,
gateways web hosting companies, asrlme bookmg agents !oyaity program agents etc)’? . Yes [:} No

Part 2c Transactlon Processmg

How and in what capacity does your busmess store process and/or transm:t cardho!&er data') Our '
Community Foundation provides payment processing services for not-for-profit organisations using Qur
Community Foundation's merchant account. Transactions are acquired from cardholders through
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online channels. However, within Our Community Foundation's payhi‘eht éf,bpffcgfféﬁ;' alf b'é;vmén't
processing functionalify is outsourced fo a payment service provider (Qvalent - a subsidiary of Westpac
Banking Corporation,).

Payment Application in use: Developed In-House Payment Application Version:
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Part 3. PC! DSS. Vahdatzon

Based on the results noted in the Report on Comphance( ROC") dated 01/Jun/2011 F'hri Kernick asseris the
following compliance status for the entity identified in Part 2 of this document as of 07/4/un/2011 (check one).

B Compliant: All requirements in the ROC are marked "in place'," and a passing scan has been
completed by the PCl SSC Approved Scanning Vendor McAfee thereby Our Comrmunity Foundation has
demonstrated full compliance with the PCI DSS 1.2,

[} Non-Compliant: Some requiremenis in the ROC are marked ‘not in place,” resulting in an overall
NON-COMPLIANT raling, or a passing scan has not been completed by a PCl SSC Approved Scanning
Vendor, thereby (Service Provider Name) has not demonsirated full compliance with the PCI DSS.
‘Target Date for Compliance:

An entity submitting this form with a status of Nen-Compliant may be required to complete the Action
Pian in Part 4 of this document. Check with the payment brand(s} before complefing Part 4, since not all
paymem‘ brands requrre this section.

Part 3a Confurmat:onb Combhant Status
QSA and Service Provider confirm:

4 ' The ROC was completed according to the PC/ DSS Requirernents and Securily Assessment
Procedures, Version 1.2, and was completed according to the instructions therein.

All information within the above-referenced ROC and in this altestation fairly represents the results of
. the assessment in all material respects.
B  The Service Provider has read the PC] DSS and recognizes that they must maintain full PCI DSS
compliance at all times.
[X] No evidence of magnetic stripe (i.e., track) data®, CAVZ, CVC2, CID, or CVV2 data®, ar PIN data’

storage after transaction authonzai]on was found on ANY systems reviewed during this assessment.

: Part 3b QS__. -'a nd""Semce .'Prowder Acknow%edgments

T
e
,

.‘,z

Slgnatureo zi Date: 01/4un/2011
Lead QSA Name: Phil Kemick : Title: information Security
| Professional

S:gnature of Semce varder Executrve Oﬂ' cer 4* Date 01 IJunIZO‘! 1
- . .

Service Provider Executive Officer Name: cuggmg GV’JA#Q 5 Title: OuRCcToR of 1T

“In place” resuits should include compensaling controls reviewed by the QSA. If compensating controls are determined lo
suffictently mitigate the risk assoclated with the requirement, the QSA should mark the requirement as "in place”

Bata encoded in the magnetic stripe used for authorizalion duting a card-present transaction. Entities may not retain full magnetic
stripe data after transaction authorization. The only elements of track data thal may be retained are account number, axpiration
date, and name.

The three- or four-digit value printed on the signature panel or face of a payment card used lo verily card-not-present
fransaclions.

Personal Identification Number entered by cardholder during a card-present transaction, andfor encrypted PIN block present
within the transaclion message.
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